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2.1 KFh5RiREP
FRIBPRERAEGATAD: —WABFPERNIATAR, BTFESKRS, —XRALEFEE
HRLHIAFASE, FBFEVERRES token R phoneNum FERHINNARES,
TE: EARARSUEBIENSEDL [RSA] TEXERZFRAN, EENEHTZE
RTFSFFASR, (ERSENINEBERIRE. FaQBAEARFEE L, WSHEEEEERN
~BaER.

2.2 NNEZE{ERIRER

R AFARM SRR /RER RsaUtils HhRY genKeyPair 73i%, RSB0 T:
Map <String,Object> keyMap = genKeyPair();

System.out.printIn("publicKey:"+getPublicKey(keyMap));



System.out.printIn("privateKey:" +getPrivateKey(keyMap));

FFRASPAERE B I{EA RsaUtils #RY sign 737,
FBABIESZal{#ER RsaUtils #pY verify J57%,

FMARAAER RsaUtils a3 encryptedDataOnlava 755 T R R N,

2.3 ERRAEFIERFKIFiER

2.3.1 sEpkamitttit (referer)

EER T ERENSHIEL AL, EE T NEEMBRIES IR LR, LURkEAEA
RUSTEETUEIEAE, AATHEFREECTT !

iE:

@ (RS 5 ERENSAITIEGREIEg <
http://www.abc.com/a/mobile.html/#/abc>, Mz <
http://www.abc.com/a/mobile.html/,

@ BuNSTERAESHIRE IR/ <
http://www.abc.com/a/mobile.html/?abc>, MR <
http://www.abc.com/a/mobile.html/),

® &7/ LA https i5(ARY, https BEXKEEE, SSEERAY referer A%, 57 head

IS : <meta content="always" name="referrer" >R ILL|a):H,

2.3.2 iFNKER (origin)
IERRIERAISEKIR. —A&9 protocol+host, FEEEREEEE.
JURRBa0 T :

OB S 75 &R E S M T ES i 5 < http://www.abc.com/a/mobile.html>, R
origin J9<http://www.abc.com>

QRN S 75 & BN E TR E G B b 9 < https://www.abc.com/a/mobile.html>, T
origin J3<https://www.abc.com>



OBRtNr 5375 £ BN S TR E A a9 <http://127.0.0.1:8080/a/mobile.html>, R
origin 3 <http://127.0.0.1:8080>

@B S 75 5 R EATTEF a9 < https://127.0.0.1:8080/a/mobile.html>, M
origin J9<https://127.0.0.1:8080>
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jssdk XTSI A

3. 15| YDRZ.min.js

<script type="text/javascript" src="https://hmrz.wo.cn/sdk-
deliver/js/verify_mobile sdk-1.2.0.js"> </script>

<script type="text/javascript"

src="https://www.cmpassport.com/NumberAbility/jssdkVIm_yw/jssdk.min.js"></s

cript>
3. 2(ERBE:
EV sign TEIEIT YDRZ.getSign 75523k ERINZZRIAY sign
1
var sign = YDRZ.getSign (appid,version) ; [EER 2 NS ERIIR

. appid A%E—1, version AN
BR: (FREsign f5, BEAWSTTENRY sign IE#EEO, ##17 sign &, 5

Y E(EAZIINESAY sign)
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FE M connection ZEEi&iT YDRZ.getConnection J5iERBESHTIFHMRIRZS
1
var connection = YDRZ.getConnection(appid);
SEINSE
{
appid: “appid” ,
msgid: "HE—FRR" ,
netType: (cellular #FEARE. unknown RE0. wifi) 3 FUAZ
}
BJfRYE netType RGBT TIRFERELME.
it WEAESE, AJLSKRENERIASREL, 10S R THTFHRSIEM™, netType

BEAREBIZER7 unknown RE1  (t675EETE getSign Z/51ER)

3. 43KBY token
YDRZ.getTokenInfo({
data:{//iIERIISEL
version:"1.0', //#ZORAS (WIE)
appld:", //RIA Id  (&E)
sign: ' ' //RSA INESHY sign (W41H)

clientDomain:’ ' , //BAFIHE



openType:'1l’,
expandParams: ' /AT RS B SHE=EH ZMHEAR | o
2 (EE, WHREREERIES, REANFESEIBSHFISE, W
phoneNum=18812345678, 4F=MEi%Y BFERAIAH)
isTest: ‘0" //REERMRZMI (2 0BRABE, 79 08EMENS
V=)
17
success:function(res){//mIHENE
res.token,
res.userinformation  //WISRIEBERIBANE. ARIELAREH T IR

TR

error:function(res){//sei=EE

Success, error EEASEHVIRSIS:

{

code

code:

code:

code:

: "000000", message: "token 3RENAIH" token:"", userInformation: NS84
"110027", message: "B¢SIAEIAR",
"110028", message: "appld A~fFE",

"130030", message: "SEFEL",



code: "130018", message: "IGIFEZLM",

code: "130032", message: "fRITSEUEIR",

code: "999999", message: "BRIEEIR"

code: "130010", message: "S#AT"

code: "170001", message: "FoRIHIEK"

code: "130101", message: "EZER"

code: "0", message: "IEXRFE"

code: "500", message: "BEIFIEREM",

code: "501", message: "EOFE, REEBEESEOKXM",
code: "502", message: "#EORE, BENSEOLN"
code: "503", message: "{EOSE, FKEN token 3ZOKLM",
code: "200001", message: "EOSHE, BAEESYIHRMLEY"
code: "1012", message: "BAEENSELM"

}
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ESEHIEMNS, A>F wifi MR TS, FLARBERPFARET wifi SITES.
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111002

RXKRIBAFIS. BRRERSST5EER T E B EAIESIEMNSEE LA wifi.

110027

BEOATRA, BNREREEFRE. SRR RTFamHENREREN.

130016

RN, BRNREREF AFAMBRAERRERIEETRESE, IRENEFABESER
FASBAEDY. ERBKFERISETESESTA. phoneNum IIEHES, BEEXRTET
InEEadReA.

130018

WIFSRAW. ENRRESFATABIERKEREETREGE, IRENEFABS
BEFFRAAECY, £EREBIEETHRRESEA. phoneNum IIEHESE, BFEEXET
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130032 | T EEER. RE—RERSUEER, FEIWE json 183,
INEAXEFRENT. RE—RERMEERIL S5 5ERE) 7 UK IR S
102602 FamEREY.
110004 | ip AEEEHR., ENREEFHFEES HRENHO ip ik SRR ES ip HBIEAFR.
110025 | WHEEXY. BREENEEREPH AR ETH.
token RGEM. HEUNREZET token —ERLHA. userinformation FREE /RIS
10 $ELAR token EERIR.
SERIREFER, A—MFHSB—AREEH LIRBUAR 100X, INEEE FRIFERK,
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999999 | RAFE. BUREEMEKRENEAR token B phoneNum fIZEHEE.
130010 SN, RERRERMMBERL S SEREIE 7RIS, SEUERRE token 75
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